
Date of report: 21 March 2022 

 

On 10th March 2022 I attended Church Stretton Town Council offices and carried out a 
General Data Protection Regulation (GDPR) audit. During this visit I reviewed the services 
and procedures of the town council where personal data is processed.  This report outlines 
my findings and recommendations to assist the town council become GDPR compliant. 

I would first like to outline the seven principles that apply to GDPR to provide an 
understanding of what working practices need to be implemented. 

1.Legality, transparency and fairness principle. 

There must be a legal reason to hold personal data, any organisation holding personal data 
must be open that they are holding personal data and there should be accessible information 
to inform a person of why their personal data is being used and how long it will be retained. 

The audit showed a substantial amount of personal data is being held with no legal right 
which is mainly due to not adhering to the current document retention policy and the total 
lack of GDPR implementation.  The town council’s current website shows no evidence of 
transparency and fairness, and merely details the 1998 Data Protection Act.  It is necessary 
that the council adopts and publicizes GDPR policies in order to comply with this principle.   

There should be some form of notification that the policies exist, how to find them, or how to 
obtain a copy if required.  

The regulations are there not only to protect the general public, but any individual including 
staff, councillors and volunteers whose personal data is held by the council.  

2. Purpose Limitation Principle. 

This principle states that where personal data is given for a specific purpose, it cannot be 
used for another purpose unless consent has been obtained or there is another legal 
requirement to hold the personal data.  

3. Minimization Principle. 

This principle states that only personal data that is necessary should be kept. Where 
documents are held due to the retention policies and legal requirements, any personal data 
that can be removed should be, e.g. NINO on payslips, signatures on old councillor 
declaration forms, bank details of sole traders who may be using personal bank accounts 
rather than business bank accounts. If you haven’t got the data, then it cannot be lost or 
stolen.  

4. Accuracy Principle. 

This principle states that all personal data held by the council should be kept up to date and 
accurate.  

5. Storage Limitation Principle. 

This principle states that all personal data has a legal shelf life. The phrase ‘just in case’ or 
‘we may need this later’ is not a legal requirement for retention. It is important that the council 
adopt a new retention policy and that where the judgment is marked ‘managerial purposes’ 
the council should keep the term to a minimum. Failure to do so will put the council in jeopardy 
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of breaching the regulations and therefore risk being fined by the ICO and/or cause damage 
to the reputation of the council. 

6. Integrity and Confidentiality Principle. 

This principle relates to rights of access and the storage of personal data. The council should 
have in place measures that ensure access is restricted to those who need access in order 
to carry out their role and duties. Any sensitive data needs to have a second line of security, 
either by encryption or hard copy files in a secure locked storage with restricted access. This 
also applies to records of previous staff, councillors and volunteers. This could include details 
on old bank mandate forms and personnel records. 

7. Accountability Principle. 

The seventh principle makes the organisation accountable to ensure the all the previous six 
principles are being adhered to.  The GDPR regulations put the onus on the organisation as 
a whole to ensure compliance. If there were to be a breach then the council as a whole will 
have ultimate responsibility and not an officer.  

Recommendations 

There are four main areas that need immediate attention.  

1. Adoption of privacy policies – see the table of policies required at the bottom of this report: 

2. Transparency - The council needs to publish the following policies on the town council 
website: 

 Data Protection Policy 

 General Privacy Policy 

 Updated Document Retention Policy 

In addition, there needs to be a footnote on all employees and councillors’ emails directing 
readers to the town council website to the GDPR policies.  

The website must have a cookie policy with an accept option before entering the website. 

Where correspondence has been received, any reply should also have a footnote stating how 
copies of GDPR policies may be obtained. 

All staff, councillors and role holders, should be given access to the staff, councillors and role 
holder privacy policies relating to them. 

 

The following forms should have incorporated into them privacy policies to assist with the day 
to day workings: 

 Grant application forms 

 Hire agreement forms 

 Internment forms 

 

The council should write to third parties such as undertakers and stone masons, informing 
them of the GDPR regulations and their requirement to comply with them if holding personal 
data on behalf of the council. 

3. Retention of documents – all staff and councillors should have access to the updated 
document retention policy and where possible, work together, to achieve compliance. It 
is recommended that documents should be destroyed when no longer required. Any copy 
documents held by councillors in either paper or electronic form, that are not held for a 
legal purpose, should be destroyed or deleted including from their computers. Council 
emails should be reviewed regularly to ensure compliance with the document retention 
policy. 



4. Implementation of procedures -  Although the Data Protection Policy gives a brief outline 
of what the council will do when receiving a subject access request or in relation to a data 
breach, to assist the council in dealing with these matters a general folder with guidelines 
should be maintained. 

Please find attached the following policies and recommendations with a brief description 
of their relevance. 

 

1. Data Protection Policy – This policy gives a broad outline on how the council is working 
with the regulations and a more detailed breakdown of the rights of the individuals. 
(Needs to be published on the town council website). 

2. General Privacy Policy - This policy informs why personal data is processed and how 
the personal data is treated. (Needs to be published on the town council website). 

3. Document Retention Policy – to assist in compliance of GDPR regulations (Needs to 
be published on the town council website). 

4. Staff, Councillor and Role Holder Privacy Policy – A copy should be made available 
to all staff, councillors and role holders whose personal data is being held by the town 
council. 

5. Grant Privacy Policy – The privacy policy should form part of any grant application form 
to inform the applicant of how their personal data will be processed, this also includes the 
rights of the applicant. 

6. Hire Privacy Policy - The privacy policy should form part of any hire agreement form to 
inform the hirer of how their personal data will be processed, this also includes the rights 
of the hirer. 

7. Internment Privacy Policy - The privacy policy should form part of any internment form 
to inform the applicant of how their personal data will be processed, this also includes the 
rights of the person. (To be used if required). 

8. Subject Access Request Notification – This form is an initial response to be used when 
receiving a subject access request (SAR). It is important to note that the person 
submitting the SAR is not legally required to complete this form but they still must provide 
identification. However, if the form is completed, it may save a lot of work. 

9. Subject Access Request Advice and Guidance - taken from the ICO website. This 
gives general guidance relating to personal data and third party personal data. 

10. Breach Protocol – General list of requirements of procedures following identification of 
a breach occurring. 

11. Breach Questionnaire -  This is the questionnaire from the ICO website which gives a 
broad outline of what information the ICO requires thereby informing the council of what 
action needs to be taken. 

 

 
 

Peter Malley  

General Data Practitioner 

 

 


